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2. Assign each expression e a mathematical object [e] 6, using a
distinguished object wronG & when the expression is nonsense.

Assign each type T a set of mathematical objects [[T]]Q .
Ensure wroNG & is not in any [T].

Show that if e : T then [e] € [T].

Theorem (Type Soundness): If e : T then [e] is not WRONG.
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- Statically ill-typed programs can be proved safe

- Denotational semantics for real languages is hard @
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Specify the syntax and type system.

Specify the (small-step) operational semantics.
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Specify the syntax and type system.

Specify the (small-step) operational semantics.

Lemma (Progress): If e : T then either e is a value or e can take a step.
Lemma (Preservation): If e: T and e — ¢’ then ¢’ : T.

Theorem (Type Soundness): If e : T then e does not go wrong (e.g., get
stuck or error).

- Just induction @ Scales extremely well
- Only applies to statically well-typed programs
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An Semantic Approach to Type Soundness

[AFO0; AMO1; AAVO2]

Specify the syntax and type system.

Specify the (small-step) operational semantics.
Assign each type T a set of expressions [T].

Lemma (Adequacy): If e € [T] then e is safe to run.
Lemma (Fundamental Property): If e : T then e € [T].

o Gn & W PN =

Theorem (Type Soundness): If e : T then e is safe to run.



Simple Semantic Typing



Syntax and Statics

Expr. e has type T under context T

ID Unit-| —-| —-E

F'ox:T . F,X:Tll—elTQ I'Fe : Ty I'kFey: Ty — Ty
— ' T'F():Unit

'bEx:T I'EXxe: Ty =Ty I'Feyer: Ty

e —e'| Expr. ereduces to expr. ¢

—-LEFT —-RIGHT
/ / —-RED
e; — e} e—e

— — (Ax.e)v — e[x — V]
e1 ey — €} es ve—sve
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Semantic Types

m M M M

Y [Unit]
V[T, — T3]
el

S[T]
I'Ee:T

iff
Iff
iff

v=()
vi € V[T,] implies (vy v;) € & [T5]
e —* v forsomev e V|[T]

iff x:TeTl impliesa(x) e V[T]

Iff

o € S[I] implies e[o] € £[T]



Funamental Property

Lemma (Fundamental Property)
IfTHe:TthenT Fe:T.



Funamental Property

Lemma (Fundamental Property)
IfTHe:TthenT Fe:T.

ID ) —-|-COMPAT

Isx:T Unit-l-COMPAT T x:TiEe:T,

......... F':()Un|t

I'Ex:T I'EXe: T —T,
—-E-COMPAT
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Decisions, Decisions

e € &[T] If e—*vforsomeveV|T]
It will terminate at a value

VS.

e € &[] If e—*¢e —»impliese isavalueande € V[T]
If it stops running, it will be at a value
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(. S

Not statically typable in STLC!

Lemma (loop is Loopy)
- loop — loop
- loop —* e implies e — loop



Typing “Unsafe” Code

loop £ (Ax.X X)(AX.X X)

Not statically typable in STLC!

Lemma (loop is Loopy)
- loop — loop
- loop —* e implies e — loop

Lemma (loop Considered Safe &)
Eloop:Tforany T
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fix 2 fix fix
fix & AsA.f (Mdssfd)

Lemma (fix Unrolls)
fix f =+ f (\d.fix f d)

Lemma (fix is Semantically Well-Typed &2)
Efix: (Unit—=T)—=>Unit—=T) > Unit—>T
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A Proof Attempt

fixe V[((Unit—-T) - Unit - T) — Unit - T]
it fixf e&[Unit— T]forallf e V[(Unit —T) — Unit — T]
it f (Ad.fixf d) € E[Unit — T] by reduction
if Ad.fixf deV[Unit— T] by f's semantic type
if fixfde&[T]foralld € V[Unit]

We know f € V[(Unit — T) — Unit — T] and d € V [Unit]. We could finish
if we knew fix € V[((Unit — T) — Unit — T) — Unit — T], but that's what
we're trying to prove. Induction, where are you? @

10



Step-Indexing [AM01; AAV02; Ahm04]

(R,v) € V[Unit] iff v=()

(Ryva) € V[T —T] iff j<kand(,v) e V[T] implies (J,va vy) € E[T2]

(kye) € &[T] iff j<kande—/ e - implies (k—j,e) € V][T]
F'Ee:T iff forallk, (ko) € S[I'] implies (k,elo]) € E[T]

1



Step-Indexing [AMO1; AAV02; AhmO04]

(k,v) € V[Unit] iff v=)
(Ryv2) € V[T =Ty iff and (J,v1) € V[T:] implies (J,va v1) € E[T]
(k.e) € £[T] iff and e — e’ - implies ( e) e V[T]

F'Ee:T iff forallk, (ko) € S[I'] implies (k,elo]) € E[T]

Lemma (fix is Semantically Well-Typed!)
Ffix: ((Unit—=T)—=Unit—T) > Unit—T
Proof: As before, but using induction on the step index &

1



Semantic Typing for Resources




The Linear Lambda Calculus

Unit-E

® unitt Tibey:Unit  Thbep:T
X:TkEx:T F(): Unit _
', I'ma = let() =ejlney: T
—-I —-E
F,X:Tll—elTQ Fll—elle FQFQQ:T1—>T2
F|—>\X.e:T1—>T2 Fl,rg}—egeliTQ
x-| x-E
I'ikFer: T o ey : Ty Fll—elszxT{ PQ,Xin,y:T{l—egtTg

Fl,rg F (el,€2> : T1 X T2 Fl,Fg P let(x,y) =€ in ey : TQ
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An API for Unique References Unq T

new . T —=UngT
new v — C— v, 0 ¢ ¢ dom
(_n o, ) (k| 1, £) (¢ ¢ dom(u))
memory
swap : Uan1XT2—>T1 XUﬂqTQ
(ull = vi],swap lvo) —  (u[l— Vo], (v1,0))
free : UngT —>T

(ull — V], free?) = (V)

13
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Semantic Types for LLC + Ung

Y [Unit]
V [[Tl X TQH

)% [[Tl — TQ]]

YV [UnqgT]
ET]

iff
iff

iff

iff
iff

pw=2andv =)

w= 1 Wue and v = (v, vs)

and (u1,v1) € V[T1] and (u2,v2) € V[T2]

(n1,v1) € V[T1] and pq disjoint from pue

implies (pu1 W pa, Ve vi) € E[T2]
v=/,and u = pue W[l vy and (ue,ve) € V[T]

s disjoint from pand (W ps,e) =* (i, €)=
implies &/ = py W s and e’ = v and (uy,v) € V[T]



A Logical Approach to Type Soundness [DAB11; Tim+22]

- We want to use semantic types as a specification for how a program
of a given type should behave.

- Specifications should be comprehensible!

- We should design good abstractions for the specification language to
make it easier to understand, and easier to reason about.

- We can use a domain-specific logic for specifying types and proving
properties about programs.

- Examples: separation logics, step-indexed logics

15
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Separation Logic

1

"
Hag—p

1

e PAQ

€ PxQ
e P—=xQ

c (v

iff pePandueQ

iff p=p,Wpeand u, € Pand pg € Q
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ff u=0—v



Separation Logic

1 e PAQ iff pePandueQ

,u € PxQ iff p=p,Wpeand u, € Pand pg € Q

Hg—p € P—=*Q iff up € Pand p, disjoint from pq_p
implies pp W pq—p € Q

p € (v ff u=0—v
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Separation Logic

Hag—p

SRS

PAQ

PxQ
P—=Q

{—v
"math™

wp(e){Q}

iff

iff
iff

Iff
Iff
iff

wePandpeQ

= pp ¥ pugand p, € Pand pg € Q

pp € P and p, disjoint from pg—p

implies pp W pq—p € Q

pw=~0—v

i = & and the math is true

ps disjoint from g and (p W pyr,e) —* (1, €e') »
implies ¢/ = p, W pur and € = v and p, € Q(v



Semantic Types for LLC + Ung, Revisited

S
S
S
S
S

V [Unit]
V[T x T1]
V[T, — T3]
V[UngT]
AU

11eel

v = ()7

vy, vo. TV =(vi,Vva) Tk vy € V[T1] x Vo € V[T5]
Vvi.vy € V[T =+ va vy € V[T5]

v "v=L0"xl— vy x Vv, € V[T]
wp(e){v.ve V[T]}



An API for Shareable Resources

Shareable Type S ::=
dup :
drop

share

load

Unit | Sy x Sy | ShrS
S—SxS

S — Unit
UngS — ShrS
ShrS — 'S
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Fictional Separation

Even when resources aren’t physically disjoint, they might be logically

compatible.
o Loc — {shr,ung} xVAL
~~~ ———
logical memory logical flag
7] = [t vl = (=)

p1 compatible with e iff ¢ € dom(zy) Ndom(fe) implies 21 (€) = f2(€) = (shr,v)

fi1 ® o £ 1 Ulig if iy compatible with 715 else undefined



Semantic Types for LLC + Ung + Shr

v € V[ShrT] «— Hé,vg.rv:éj*éuﬂvg*!(vgeV[[T]])
i e IP iff fePand (s venimplies m = shr

20



Semantic Types for Low-Level
Code




Realizability

Gl > @ =

Specify the source syntax and type system.

Specify the target syntax and operational semantics.

Assign each type T a set of target programs [[T].

Lemma (Adequacy): If e € [T] then e is safe to run.

Lemma (Fundamental Property): If e : T and e compiles to e, then

e e [T].

Theorem (Type Soundness): If e : T and e compiles to ¢, then e is safe
to run.

21



A Baby Boolean “ABI”

true : Bool ~ o AXAYLX

false : Bool ~ ALY

and : Bool — Bool — Bool ~ Ax.\y.xy false

Vv € V[Bool] T v=XMAyxorv=JAXAyy

Lemma (and Compatible)

and € V [Bool — Bool — Bool]

Example
F false and () : Bool

22



Thanks for listening! @
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