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About Me
Then
● Brown Class of 2020 😷
● Advised by Tim and Shriram
● TA/HTA’d LfS 3 times
● Team Toad
Now 
● PhD student with Amal Ahmed at NEU
● Focus on the semantics of language 

interoperability
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Rust
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Crash Course: Memory Safety

5

Manually managed memory
● C does not guarantee safety
● Rust guarantees safety using fancy types 

Automatically managed memory
● Reference counting (e.g., Swift)
● Garbage collection (e.g., OCaml) 

No explicit memory (e.g., Haskell)

int *x = malloc(sizeof(int)); 
*x = 42; 
free(x); 
return *x; 
// SIGSEGV: Seg. fault

let x = ref 42 in !x 
// no explicit free

let x = 42 in x 
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Piecing Safe Languages Together in Practice

Rust
Haskell

More C 🤬
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Why C?

Because every language 
already “speaks C”

Because C is committed to 
ABI stability

But Why Does Every 
Language Speak C?
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“The standard is haunted … by that Three Letter 
Demon. … a contract was forged in blood.”
– JeanHeyd Meneide, WG14 (C/C++ Compatibility) 
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What is an ABI?
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Application Binary Interface (ABI)

The run-time contract for using a particular API (or for an 
entire library), including things like symbol names, calling conventions, and 
type layout information.

— Swift

foo : (Int, Int) -> Int

int foo(int fst, int snd) 

int foo(int indir[]) 

void foo(int indir[], int *ret)

?

behavior



Platform

C

Today*, Tomorrow, & Forever

* In Theory 🙃

ABI Stability

This API

Will Have 
This ABI
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Rust
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ABI Instability
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ABI Instability
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S1

T1

S2

Compiler 2

Why Use an ABI? Interoperability for

API Compat

ABI Compat T2

Compilers
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S1

T1

Why Use an ABI? Interoperability for

API Compat

ABI Compat

S2

Compiler Compiler

FFI

T2

Languages
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15

Fear of Commitment 🫣

Example: What is the Layout of a struct?
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[[𝗌𝗍𝗋𝗎𝖼𝗍 𝖲𝗍𝗎𝖽𝖾𝗇𝗍 {𝗂𝖽 : 𝗂𝗇𝗍, 𝗋𝖾𝗀 : 𝖻𝗈𝗈𝗅}]](ℓ)

+0 +1 +2 +3 +4 +5 +6 +7

1710 TRUE ? ? ?

+0 +1 +2 +3 +4 +5 +6 +7

TRUE ? ? ? 1710

No reordering ⇓

Like C ABI
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[[𝗌𝗍𝗋𝗎𝖼𝗍 𝖲𝗍𝗎𝖽𝖾𝗇𝗍 {𝗋𝖾𝗀 : 𝖻𝗈𝗈𝗅, 𝗂𝖽 : 𝗂𝗇𝗍, 𝗒𝖾𝖺𝗋 : 𝖼𝗁𝖺𝗋}]](ℓ)

+0 +1 +2 +3 +4 +5 +6 +7

TRUE ? ? ? 1710

+0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +10 +11

TRUE ? ? ? 1710 3 ? ? ?

No extensions ⇓

Option 1: Rigid Layout Like C ABI
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[[𝗌𝗍𝗋𝗎𝖼𝗍 𝖲𝗍𝗎𝖽𝖾𝗇𝗍 {𝗋𝖾𝗀 : 𝖻𝗈𝗈𝗅, 𝗂𝖽 : 𝗂𝗇𝗍}]](ℓ)

[[𝗌𝗍𝗋𝗎𝖼𝗍 𝖲𝗍𝗎𝖽𝖾𝗇𝗍 {𝗋𝖾𝗀 : 𝖻𝗈𝗈𝗅, 𝗂𝖽 : 𝗂𝗇𝗍, 𝗒𝖾𝖺𝗋 : 𝖼𝗁𝖺𝗋}]](ℓ)

+0 +1 +2 +3 +4 +5 +6 +7

TRUE ? ? ? 1710

+0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +10 +11

TRUE ? ? ? 1710 3 ? ? ?

No extensions ⇓

Option 1: Rigid Layout Like C ABI

/* 
torvalds/linux/include/uapi/linux/stat.h  
*/ 
struct statx { 
  ... 
  __u64 __spare3[9];  
  /* Spare space for future expansion */ 
};
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No optimizations?! ⇓

[[𝗌𝗍𝗋𝗎𝖼𝗍 𝖲𝗍𝗎𝖽𝖾𝗇𝗍 {𝗋𝖾𝗀 : 𝖻𝗈𝗈𝗅, 𝗂𝖽 : 𝗂𝗇𝗍, 𝗒𝖾𝖺𝗋 : 𝖼𝗁𝖺𝗋}]](ℓ)

+0 +1 +2 +3 +4 +5 +6 +7 +8 +9 +10 +11
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+0 +1 +2 +3 +4 +5 +6 +7

TRUE 3 ? ? 1710

Option 1: Rigid Layout Like C ABI
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Option 2: Resilient Layout

19

… oreg … oid +1 +2 +3 …

… TRUE … 1710 …

… reg … id …

… oreg … oid …

Client Using Student Library Providing Student
Offset Table

Like Swift ABI

Offset Table

+0 +1 +2 +3 +4 +5 +6 +7

1710 3 TRUE ? ?

Indirect access ➔ Performance 📉 Many valid options ➔ Flexibility 📈
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Scli

Slib
✅

Tlib

Tcli

Slib
2 Tlib

2

Compile

Update
✅

τ2 is an ABI compatible update from τ1 if

⟦τ2⟧ refines ⟦τ1⟧

Compatible

11

RigidFlexible

CSwift ?
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➕ First-class support for shared libraries
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➖ Can stunt language growth
➖ Limits compiler optimizations
➖ Tension between flexibility and performance
➖ Pressure on library developers
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➖ Pressure on library developers

21

Swift Rust C++



How Are ABIs Specified?

22

C ABI Swift ABI



271 PDF pages of prose

How Are ABIs Specified?

22

C ABI Swift ABI



271 PDF pages of prose

How Are ABIs Specified?

22

150 PDF pages of prose

C ABI Swift ABI



271 PDF pages of prose

How Are ABIs Specified?

22

150 PDF pages of prose

5002 RST lines of prose

C ABI Swift ABI
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How Can ABIs Be Specified Formally?

This Type τ 

23

Is Realistically Realized [Benton06] 
By These Target Programs
⟦τ⟧ = { e | … }

e is ABI compliant with τ if

e ∈ ⟦τ⟧

Our Approach

The run-time contract for using a particular API

T
OOPSLA24
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{P}𝚎{𝚟 . Q}
“In any state satisfying the precondition P, 

expression e will run to a value v  
and a state satisfying postcondition Q” 

{ℓ ↦ 𝟹}𝚕𝚘𝚊𝚍 ℓ{𝚟 . 𝚟 = 𝟹 ∧ ℓ ↦ 𝟹}
“Location   

maps to the value   
in memory”

ℓ
3
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{ℓ𝟷 ↦ 𝚟𝟷 ∧ ℓ𝟸 ↦ 𝚟𝟸}
𝚏𝚛𝚎𝚎 ℓ𝟷;

{ℓ𝟸 ↦ 𝚟𝟸}
𝚕𝚘𝚊𝚍 ℓ𝟸

{𝚟 . 𝚟 = 𝚟𝟸 ∧ ℓ𝟸 ↦ 𝚟𝟸}

But what if ?? ℓ𝟷 = ℓ𝟸 = ℓ

l
v

… …

error: use after free!
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Crash Course: Separation Logic

28

{P}𝚎{𝚟 . Q}
{P ⋆ Pf}𝚎{𝚟 . Q ⋆ Pf}

(Frame)
Separating Conjunction (“sep”)

“Any valid triple is still valid if extended with a separate frame (Pf)”

ℓ ↦ 𝚟𝟷 ⋆ ℓ ↦ 𝚟𝟸 ⊢ 𝖥𝖺𝗅𝗌𝖾



Crash Course: Separation Logic

29

{ℓ𝟷 ↦ 𝚟𝟷 ⋆ ℓ𝟸 ↦ 𝚟𝟸}
𝚏𝚛𝚎𝚎 ℓ𝟷;

{ℓ𝟸 ↦ 𝚟𝟸}
𝚕𝚘𝚊𝚍 ℓ𝟸

{𝚟 . 𝚟 = 𝚟𝟸 ∧ ℓ𝟸 ↦ 𝚟𝟸}

No aliasing ➔ No use-after-free



Specifying Layout

30

[[𝗌𝗍𝗋𝗎𝖼𝗍 𝖲𝗍𝗎𝖽𝖾𝗇𝗍 {𝗋𝖾𝗀 : 𝖻𝗈𝗈𝗅, 𝗂𝖽 : 𝗂𝗇𝗍}]](ℓ)

+0 +1 +2 +3 +4 +5 +6 +7

TRUE ? ? ? 1710

ℓ ↦ 𝚃𝚁𝚄𝙴 ⋆ ( 3
★
i=1

ℓ + 𝚒 ↦ ?) ⋆ ( 7
★
i=4

ℓ + 𝚒 ↦ 𝖻𝗒𝗍𝖾i−4(𝟷𝟽𝟷𝟶))
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[[ ⃗𝖳𝟣 → 𝖳𝟤]](𝚏)

{ ⋆ [[𝖳𝟣]](𝚟𝟷)}𝚏( ⃗𝚟𝟷){𝚟𝟸 . [[𝖳𝟤]](𝚟𝟸)} { ⋆ [[𝖳𝟣]](𝚟𝟷)}𝚏(←𝚟𝟷){𝚟𝟸 . [[𝖳𝟤]](𝚟𝟸)}

Argument Order

vs.

{ ⋆ [[𝖳𝟣]](𝚟𝟷)}𝚏( ⃗𝚟𝟷){𝚟𝟸 . [[𝖳𝟤]](𝚟𝟸)} { ⋆ [[𝖳𝟣]](𝚟𝟷)}𝚏( ⃗𝚟𝟷){𝚟𝟸 . ⋆ [[𝖳𝟣]](𝚟𝟷) ⋆ [[𝖳𝟤]](𝚟𝟸)}

Ownership

vs.

Left-to-Right Right-to-Left

Caller Save Callee Save



● Define the ABI as a mapping 
 from source types  to 

separation logic predicates 
over target terms

● Prove compiler compliance 
by showing that  
whenever a source term  of 
type  compiles to target term 

[[ − ]] 𝖳

𝚎 ∈ [[𝖳]]
𝖾

𝖳
𝚎

The Recipe
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[[𝖳𝟣]] [[𝖳𝟤]]

[[𝖳𝟥]]

𝖳𝟣
𝖳𝟤

𝖳𝟥

Compiler

Target

Source



Multi-Pass Compilation (Ongoing)
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Rust LLVM Wasm

Source Intermediate Target

rustc Emscripten

Front-End Back-End
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Multi-Pass Compilation (Ongoing)
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Rust LLVM Wasm

Source Intermediate Target

rustc Emscripten

How can we allow independent updates to the front-end and back-end?

Front-End Back-End



Takeaways
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Compiler Compliance,  Library Evolution,  FFI Safety*  
ABI Spec with Realistic Realizability

e ∈ ⟦τ⟧

Performance vs. Flexibility

Paper
Slides
Contact

The Methodology

The Design Decisions

[[𝗌𝗍𝗋𝗎𝖼𝗍 𝖲𝗍𝗎𝖽𝖾𝗇𝗍 {𝗋𝖾𝗀 : 𝖻𝗈𝗈𝗅, 𝗂𝖽 : 𝗂𝗇𝗍}]](ℓ)

+0 +1 +2 +3 +4 +5 +6 +7
TRUE ? ? ? 1951

Rigid

Resilient


